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FDTC 2006 has taken place in the Annex Hall, on the left side of the convention center
in Pacifico Yokohama (map). The room numbers are F201 + F202 (floorplan).

In recent years applied cryptography has developed considerably, to satisfy the increasing security
requirements of various information technology disciplines, e.g., telecommunications, networking,
data base systems and mobile applications.

Cryptosystems are inherently computationally complex and in order to satisfy the high throughput
requirements of many applications, they are often implemented by means of either VLSI devices
(crypto-accelerators) or highly optimized software routines (crypto-libraries) and are used via suitable
(network) protocols.

The high complexity of such implementations raises concerns regarding their reliability. Research is
therefore needed to develop methodologies and techniques for designing robust cryptographic
systems (both hardware and software), and to protect them against both accidental faults and
intentional intrusions and attacks, in particular those based on the malicious injection of faults into the
device for the purpose of extracting the secret key.

This annual workshop was started in 2004 and included 10 papers. The 2" workshop was held in
September 2005 and included 13 papers. See:

http://www.elet.polimi.it/res/FDTC04 and http://www.elet.polimi.it/conferences/FDTC05

This year’s workshop will feature two invited talks:

Raphael Bauduin (EDSI) "Fault Attacks, an Intuitive Approach™
Bruno Robisson (CEA) “Safe Design Methodologies against Fault Attacks”

Contributions to the workshop describing theoretical studies and practical case studies of fault
diagnosis and tolerance in cryptographic systems (HW and SW) and protocols are solicited. Topics of
interest include, but are not limited to:

Modelling the reliability of cryptographic systems and protocols.

Inherently reliable cryptographic systems and algorithms.

Faults and fault models for cryptographic devices (HW and SW).

Reliability-based attack procedures on cryptographic systems (fault-injection based attacks) and
protocols.

Adapting classical fault diagnosis and tolerance techniques to cryptographic systems.

e Novel fault diagnosis and tolerance techniques for cryptographic systems.

e (Case studies of attacks, reliability and fault diagnosis and tolerance techniques in cryptographic systems.

The workshop proceedings will be published in Springer's Lecture Notes in
Computer Science (LNCS) series and distributed at the workshop. In order to
be included in the proceedings, the authors of an accepted paper must
guarantee to present their contribution at the workshop.
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e Submission deadline: May 1, 2006 - CLOSED
e Notification deadline: June 10, 2006 — CLOSED
e Final paper deadline: July 20, 2006 — CLOSED

e Submissions: extended abstracts of 10 pages or less, PDF format is preferred.

E-mail the extended abstract to david.naccache@ens.fr and jeanpierreseifert@yahoo.com

Please provide name, affiliation, telephone, fax number and email address.

Final papers will have to be formatted according to the LNCS format instructions.
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